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Advisory on Interaction with Qutsiders /Strangers, Data Privacy and

Cyber Crime Prevention
In view of the increasing threats related to data privacy breaches and cybercrime activities
targeting students, all the students residing in hostels are hereby strictly advised to remain
vigilant and exercise extreme caution in both their online and offline interactions. Please read
and follow the instructions below carefully:
I. Interaction with Outsiders/ Strangers (as already mentioned in the hostel rules)
* Do not engage with strangers, without proper verification or reason.
* Never share personal details, including contact information or hostel address, with unknown
individuals.
* Do not accept food, drinks from strangers or any form of intoxicants from anybody under any
circumstance. It poses serious health and safety risks.
Stay away from any lure or manipulation by outsiders/strangers.

* Entry of outsiders into hostel premises is strictly prohibited without prior permission from the
warden.

General Conduct
¢ Students are expected to maintain discipline and not involve themselves in any unauthorized
activities that may endanger their safety and their own reputation as well as their parents and
institute reputation. '
®  Whenever go on outing you must mention the place of outing in the outing register in hostel
and you must inform your parents also about the place of your outing.
* Students must avoid going outside the hostel alone. It is strongly advised to move in groups of
2-3 or more for safety reasons. Not only does this practice enhance personal safety, but it also
helps strengthen the bond among peers, fostering a sense of community and mutual support.
* Any student found violating these instructions will face strict disciplinary action as per hostel
rules.
3. Data Privacy & Cyber Safety
® Do not share personal information such as your student ID, bank details, passwords, or any
sensitive data online or through unknown platforms.

* Avoid clicking on suspicious links, downloading unknown attachments, or responding to
phishing emails and messages.

¢ Enable two-factor authentication on your devices and accounts wherever possible.

* Report any suspicious digital activity immediately to the hostel authorities.

Your safety and well-being are our top priorities. We urge all students to remain vigilant and act

responsibly.
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Copy to: -

1. Steno to Principal for kind information of Principal

2. Registrar for kind information.

3. All wardens for information and circulation among hostel students.
4. Web Master for website display

5. Guard File
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